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({QUEES LA
CRIPTOGRAFIA?

Técnica para ocultar o proteger informacion usando
claves. Ha evolucionado desde simples
desplazamientos hasta algoritmos matematicos
complejos.




) 4
ORIGENES

y

VIGENERE

Mensaje: ATAQUE
Clave: SOL

Repetimos la clave:

Mensaje: AT AQUE
Clave: St ISR DE[

ENIGMA (Alan Turing)
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XXXXXXXXX

DES
(Cifrado electrdénico)

1010 1100

O

16
= RONDAS

0110 0011

Advanced Encryption
Standard (2001) (Rijndael)



"ADVANCED ENCRYPTION
STANDARD (AES)

e Data Encription Standard DES.

e Competencia organizada por el NIST.

e 15 propuestas presentadas al NIST.

e Algoritmo de Rijndale (Deaman-
Rijmen).




ADVANCED ENCRYPTION STANDARD
RIJNDALE

Estructura basada Llave simétricay Aplicable tanto en Seguridad
en flexible software como en comprobada
bloques (128 bits) 1 hardware

? LLave: Conjunto secreto de numeros que se usa para cifrar y descifrar un
mensaje.



DUALIDAD CRIPTOGRAFICA
DEL AES

AES fuciona con dos etapas principales:

Encriptacion
Plain text a Cipher text

Desencriptacion
Cipher text a Plain text




FIELD PROGRAMMABLE
GATE ARRAY (FPGA)

Es un chip que no corre

software, sino que
modifica su hardware
para realizar tareas
especificas.




MODULOS Y
SUBGREGACION

Division entre partes del proyecto
y modulos creados
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Rst ule TxtOut V
5 Keyln L KeySel AddRoundKeyrtlEn —
> KeyFin AddRoundKeyrtlFin
KeyEn InvMixColumnrtlEn 7
AddRoundKeyEn InvMixColumnrtlFin €
» AddRoundKeyFin InvShiftRowrtlEn
(04174 d InvShiftRowEn InvShiftRowrtlFin
>Enable J Finish —> InvShiftRowFin InvSubBytertlEn .|
- Rst TxtOut —- InvSubByteEn InvSubBytertlFin <
" % Bt ——3InvSubByteFin
€«— M
[ o Y oo
> Enablé Pow Finish / .
Rst °WTxt0ut7/
—>» TxtIn

Clk
-»>Enable Finish
Rst Byte 1,0,

—3> Txtln

~Enabl
Rstg.

Clk

Enable
ETxtln

Finish

TxtOut—\
Clk

Finish ____
Rst TxtOut —

-

10



ENCRIPTACION




PROCESO DE ENCRIPTACION

Plain Text (128 bits)

[

| AddRoundKey
SETTS o 7e [ae[7]ct

Txt_in(16 bytes)

132188 31] €0
43]5a31]37)
| AR
o8] 8] a2]34]

Czsnitows ) J15/d2]15]4f

I. _' 3-MixColumns )

| 4-AddRoundKey )

. SubBytes |
_:_  _
(  ShiftRows )
P —
( AddRoundKey )

Aatntes
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Key Schedule

Fernando Hernandez

Anell Moreno

H“)
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Words in positions that are a
multiple of 4 (We, Wa ..., Wag )
are calculated by:

a) applying the RotWord and
SubBytes transformation
to the previous word wi. 1

b) Adding (XOR) this result to
the word 4 positions earlier wi. 4,
plus a round constant Rcon.

? Resultado: una subclave nueva por ronda, jlista para cifrar!

KEY SCHEDULE

Genera las subclaves a partir
de la clave principal (128 bits).
Estas subclaves se usan en
cada ronda del AES (con
AddRoundKey).

Para cada ronda 1 a 10:
SubBytes + ShiftRows + XOR
con Rcon y palabaras
anteriores para generar
nuevas claves.

14



KEY SCHEDULE

Llave inicial
(128 bits)

Word

l
.
o




Rijndaelinspector

round 1

+
+

|d4|e0|b8| le
eS| N Lihe),
|27 | bf| b4 | 41
| 1 ' - "
|11|98|5d|52

|ae|£1|e5| 30

dd |e0|bs

Ibf|bal 41
. | ,

5

27
&

04

66

81

SIMULACION

Key Schedule

0 s

output

£2] 725573
<256 5555

95(19 80 £6
£2143(7a]7f

o048 28]
cb |£8|06

quésgze_

e515a [7a sc]

2B7E 151628AED 2A6ABF 7158809CF 4 3C
1 12

ADFAFE 1788542CB 123A339392A6C 7605 | F2C295F 27A96B9435935807A7359R6 7F
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Txt_in (128 bits)

Key (128 bits)

Txt_in (128 bits)

ADDROUNDKEY

Addroundkey
aplicado

2468 ]6b 02
m—) Txt_out (128 bits)
7635 ea |50
£2/20143 45

>.
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Rijndaelinspector

input

- aU|9a|99

I Hifﬂ'

round 1

e h|.,c1|[']-"

|+ N+ +

$eeeeéé

load test vectors: @ @ @

|d4|e0|b8| 1e
Sl S A E} Bl
127|bf|bd| 41
I11[98(5d] 52

{
ae|fl|e5| 30
L 1 = |

cipher key

[_b[ﬁiﬁlﬂ—

dd[e0|b8|1e
bf | bd| 41|27

rj'fz 11]98

30| ae| *lu

Addroundkey

output

@ s

3

SIMULACION

7e|ae | £7 |cE

15]d2|154f

1626188 )3c

32]88) 31( e0
43[5a[31[37

2

0000000000000000000000.... | 3243F 6ASBB5A3080513198A 60370734
0000000000000000000000.... | JB7E 151628AED2AGABF 7158809CF 4F 3C
| [1930E3BEADF4E22BOACEAD ZAEIF 34808
|
L L L L0 A 3 L_F
=
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SUBBYTES ..

d4 /a0 |9a|e9
27 f4|c6|£8

be|2b|2a|08

Finish
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Rijndaelinspector

input

e D
- aU|9a|99

| u'| £8
22| 8d| 48]

e h | | o8

SIMULACION

Subbytes

Ioad test vectors: @ @ @ (7 I

id;i-.:-l:.ﬁ_ b8| le|
|27 |bf|bd| 41|
|1].|9|'-'" rl'_]_ r‘lz

cipher key

[2b/[28 [ab [09

aae0|bs| 1
. BiCEEm
11[985a[52

ae| f1]e5]30

:'Ei.':'.' e0[b8[1e| [o04]e0]48]28
bf | b4 [41]27 66 h‘f|
5d | zlu { 8119

l."l 1r 1

|

|
00000000000000000000. ..

] 193DEBBEAOF4E 22B9ACH8D 2AEIF84808

[ |
. 00000000000000000000000... § IIY ¥ T ¥ 1T ¥ T 1 V1T ¥ 1 YD42711AEE0BFS8F 188645DE5 1E415230

JUvvUpUUrrrrrrprrrrrrrrprrrrprrurpu o ey
R
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Txt_in (128 bits)

!

Clk —

Enable
Rst

SHIFTROWS

o a4 4127

rota 2 bytes _,315(:1 52
rota 3 bytes g8 f1|e5 30

rota 1 byte

d4|e0|b8|le
Shiftrows m
aplicado m
30/ae £1 o5

l

>

Txt_out (128 bits)

Finish
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SIMULACION

Shiftrows

Rijndaelinspector oad test vectors: Q) @ 0s

test vector 1

input (plaintext) cipher key output

132 (88 [31[e0  [2B][28] [ab] [0S _
(43 [s5a (31 (37 [iel[eel €7 S

if6 [30 [98 [07  [15][@2] [15] [4E °
a8 [8d [a2 [34  [16][56] [€8] 38

41c0| 6] 1o [N ¢ <o |16 e

start of round after SubBytes after ShiftRows after MixColumns Round Key

54|52 1198

11[985q[52
30[aelf1]es

ae| £11e5]30

input

FREREE
-

] | | i
| |
UD';IEIIIIDUDUDEIDIJD{ID!JDDD!JDIJUGQ@DDDD D42/711AEEQB-98F *LEE'HDEE 1415230

|

| | ]
XOGO0O0000CCOOOANO0OO0O000A00O0 | | | D4BF 5D 30E0BX¥52AFB84111F1 1IF2798E5

| .




MIX COLUMNS

SUMA
Se hacen con XOR (suma

binaria sin acarreo).

MULTIPLICACION
Polinomio en Binario
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Txt_in

128 bits

MIX COLUMNS

04 e0 b8:1e‘
66|ba 41|27

v

Txt_out (128 bits)

The MixColumns step along with the

| ShiftRows step is the primary source
8 1 5 2 l l 9 8 ‘ of diffusion in Rijndael.

_e5 ae fl‘eSI

Finish

24



SIMULACION

Mix Column

Rijndaelinspector load test vectors: @ @ @ os

input (p cipher key
32 [88/[31 [e0 [_b[ﬁ[ﬁ[ﬂ—
43 [5a [31[37

£6 (30 [98 [07

a8 [8d [a2 [34

340 (b8 1e)
befbal41]27

art of round

5d]52]11]98

31| el

32|88 | a0
input -x Efljilji_

6|30|98|07

5 9a 7

|dd | e0|b8| le| u: e0] 1JF"|l
ol Sl AP Bt .
|27 | bf|bd| 41|

round 1
o |11|93 ru 5:

0... 1D48F 5D 50806845 AEB84111F11E2/98E5

| I
000000000000, . | 04668 1E5E0CB 199AH8F8D 37A2806264C

04|04 |28
c6 [co£5 oc

' DI

alec
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DESENCRIPTACION




PROCESO DE DESENCRIPTACION

Cypher

Text e Eltexto cifrado se desarma paso a paso
Add Round hasta recuperar el original.
Key :
- e Se usan las mismas claves, pero desde la
ux L
2-1 ultima hasta la primera.
. N A O e Se aplican las operaciones contrarias al
shift Rows Sub Bytes Key .
cifrado:
InvSubBytes —> InvShiftRows —> InvMixColumns —>
I se
shinéerﬁnwg InvAddRoundKey.
Inverse
Sub Bytes
Add Round
Key
Plain

Text 27



i

; i
Inv SubBytes Inv ShiftRows

Matias Piedra Pichardo Socorro Alejandra Montelongo
Josemaria De Alba Loredo
Arguelles José Fernando Vivanco
Benavides
5::;1":: EH::;.II :;dninna Chat Juan César Nuho Rivera
MuR General Gabriel Enrique Lascurain
o Flores

Fernando Garcia Padilla Arturo Urias Jliménez

Inv AddRoundKey Inv MixColumns

Arturo Balboa Alvarado
Anell Moreno Quilantan

Arturo Balboa

Omar Reyes Barrueta (] = ;I:;:ar:du
Mario Armando Moscoso c r Ryes
Becerra KE}I' Schedule Barrueta
Fernando Herndndez Anell Moreno Quilatan
Hernindez Mario Armando Moscoso
Becerra
Fernando Herndndez
Hernandez
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Txt_in (128 bits)

!

Clk —

Enable
Rst

INV SHIFTROWS

l
................ Rlld4 | e0|b8|le
rota 1 byte m
rota 2 bytes m
rota 3 bytes m

dd |l el bH_le
Inv Shiftrows BB, [ bf

aplicado 5d!52
ae|fl|e5|30

datos

> Txt_out (128 bits)

v

Finish
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Rijndaelinspector

input

load test vectors: @ @ @

input

32 |BB

31 |e0

43 |5a |3
f6 |30 |98 |07
aB |8d |a2 |34

cipher key

/251 [281 (35 [05'
[7e [as! [£7 lcE
{15 [a2 [15 &€
[161[a6 68 3

SIMULACION

output

Inv Shiftrows

L7 I

d4]e0] b8 | 1e
b b4 41 27

EI

4] c0[b8| 10
. s

T ODER
ael£1les30

D4BF 5D 30E0B452AEB84111F 11627985

D4271 | AEEOBFO8F 1B8B45DE S 16415230
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INV SUBBYTES -

d4 /a0 |9a|e9
27 f4|c6|£8

be|2b|2a|08

Finish
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SIMULACION

Inv Subbytes

Rijndaelinspector load test vectors: @ @ @ 05

19 aD_QQ e9
3d fd_cﬁ f8

r 4
1 B

|da|eo|bs|1e| [dd|eo|bs|1e
(A5 S0 et | L | A
(27[bf[ba[41] [be[baf4n]27
I . . . " k " .
[11]98]5d] 52| [sd[s2|[11]9s8

!am;f e5| 30 30|ae| fl|es

D42711AEEDBF98F 188B45DE5 1E415230

193DE3BEADFAE22BSACHE8D JAFSF84808




Txt_in (128 bits)

INV MIX COLUMN

v

Txt_out (128 bits)

04 e0 b8:1e‘
66|ba 41|27

The MixColumns step along with the

| ShiftRows step is the primary source
8 1 5 2 l l 9 8 ‘ of diffusion in Rijndael.

_e5 ae fl‘eSI

Finish
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Rijndaelinspector

SIMULACION

Inv Mix Column

Ioad test vectors: @ @ @ 9 s

input (piantex)
132 (88 [31 [e0
[43 [5a [31 [37
1£6 [30 [98 [07
[a8 [8d [a2 [34

>

el d4 |e0|b8| le
bf |ba|41[27

[d4[e0[b8[1e

bt [ba 4127
sa[52[1198

04668 1E SEOCB 199A48F8D37A2806264C ] 00000000

00000... | D4BF5D30E0B452AFB84111F 11E2798E5 |
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MAQUINA DE ESTADOS |

Encriptacion y Desencriptacion

nable

inish \

PROXESO E/’:?RA"’TAW: PROCESO DESENCRIPTADO:
: PRIMERA RONDA: ADD ROUND KEY . PRIMERA RONDA: ADD ROUND KEY

e 9 RONDAS: i\UBBI\TI.ES, SHIFTROWS, MIXCOLUAMNS, ADDROUNDKEY o hONDAS: INVSHIFTROWS, INVSUBBYTES, INVADDROUNDKEY, INVMIXCOLUMNS, 35
: RONDA FINAL: SUBBYTES, SHIFTROWS, ADDROUNDKEY . RONDA FINAL: INVSHIFTROWS, INV SUBBYTES, . INVADDROUNDKEY



PRUEBA FINAL

Encriptacion

Desencriptacion

cipher key

l_bIZ_lﬁl_

out

put

4

,-//

2B 7E 1516 28AED ZAGABF 7 158809CF 4F.3C

3243F6A88585A3080313198A2E0370734

3925841D02DC0OSFBDC 11859 7196A

32

2B87E 151628AED 2ABABF 7158809CF4F

3C

-

3925841D02DCOSF

BDC118597196A0B32

‘F243FE-A$E 5A 308!

D313 198.!?.2ED3?D?

54

36



VERSIONES [ofEes:

https://github.com/Matziaz/TE2002B Scan mel




Software VS Hardware

00
oM




-

SOFTWARE - 1 »




BENCHMARK

Python

119 def aes encrypt(data, key):

120 expanded key = key expansion(key)

121 blocks = [data[i:1+16] for 1 in range(®, len(data), 16)]

122 encrypted blocks = [aes encrypt block(block, expanded key) for block in blocks]
12 return b"".join{encrypted blocks)

125 R e Entry Point -----------------

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

PS C:\Users\omar\OneDrive\Escritorio\Cpp y Python implementations (Benchmarking)\Python> & C:/Users/omar/AppData/Local/Programs/F
thon/AES Python.py"

Enter a string to encrypt: 328831e0435a313716309807a88da234

Encrypted result (hex): 0652d747c¢574f46b2cabbov@46a84925615664cada602f32394e3f575b2868925195cag10f7e9f4acfca37cfcb77dgf2

Tiempo de ejecucion: 10.9226 segundos

PS C:\Users\omar\OneDrive\Escritorio\Cpp y Python implementations (Benchmarking)\Python> D

Tiempo de ejecucion: 18.9226 segundos
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BENCHMARK

C++

@ C\Users\omar\OneDrive\Escr X + -~ =

Enter a string to encrypt: 328831e0435a3137f6309807a88da23u

Plaintext in (hex):
33 32 38 38 33 31 65 30 34 33 35 61 33 31 33 37
66 36 33 30 39 38 30 37 61 38 38 64 61 32 33 34

Encrypted result (hex):
6a 06 5d 30 13 Ud ca f9 cb 6e 55 3a 69 2f ee bO
3f e3 d3 f1 c3 a9 17 25 6f 66 6f ab 24 el c6 8c

Encryption completed in ©® microseconds.

Process exited after 1.729 seconds with return value ©
Presione una tecla para continuar . . .

Process exited after 1.729 seconds with return value ©

41



HARDWARE

42



»>
)

e e eeeeeeé e

N DS

BENCHMARK

VHDL

i
_(2B7E15162BAFD IAGABF7]58803CF4F 3C
J.3925841D02DC0SFBDC 118597 196A0632
X0O00COOOOGRO0O0GO0COOANNN000CNX A3243F6A8885A308D31...
A ] ] 17 16 5 E] ] 12 11]o i
|
[
[ 1L L L L] L I L [ |
fl i I I I M M fl [
Il [l [ I [ [1 [l [
I [ I [ I ] ] [ I
[T
I
i
T
L L L L D L LS DK ] LK
1000 ns 2000 ns 3000 ns 4000 ns 5000 n& / 6000 ns

5110 ns
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BENCHMARK

2B7E151628AFD ZAGABF ¥ 1588090F4F 3C

392584100 2DC09FEDC118597196A0632

| 3243F6A8885A308D313198A2F0370734

0

I i I I
mn =¥ 'J r
2 LD L

1
=

FPGA’s
VHDL

Flow Status

Quartus Prime Version
Revision Name
Top-level Entity Name
Family

Device

Timing Models

Tortal logic elements
Total registers

Total pins

Total virtual pins
Total memory bits

Embedded Multiplier 9-bit elements
Total PLLs

UFM blocks
ADC blocks

Optimizado

Successful - Tue Apr 29 12:49:36 2025

21.1.0 Build 842 10/21/202

AES Decryption
Top

MAX 10
TOMB0DAFGT72CT7G
Final

5042 [ 49,760 (12 %)
3970

400 / 500 (80 %)

0
0/1,677,312(0%)
0/288(0%)
0/4(0%)
0/1(0%)
0/2(0%)

;

SJ Lite Edition
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FPGA’s

Optimizado
VHDL

BENCHMARK

Timing Models Final

Total logic elements 5,942 f 49,760 (12 %)
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;QUIEN ES EL MAS RAPIDO?

Veces mas rapido fue
VHDL 2 (3725 ns)

Comparado contra...

Python (10.97 s) ~2,945,638 veces
C++ (1.729 s) ~464,431 veces
VHDL 1 (5110 ns) ~1.372 veces

:FPGA LO DEMUESTRA! dltera.

An Intel Company



)

30 MENTES, 1 MISION

, DEIDA Y DE VUELTA

ASEGURAR EL MENSAJE

™~
4




:MUCHAS GRACIAS!
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